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Q-1 Answer the following Question [Marks: 60]

1. Which of the following is a non-volatile primary storage device?
A) RAM B) ROM C) Cache D) Register

2. Which of the following correctly describes an algorithm?
A) A specific programming language code B) A detailed sequence of
steps to solve a problem
C) A machine-level instruction set D) A hardware abstraction layer

3. Which data structure is best suited for implementing a "First-In-First-Out"
(FIFO) behavior?
A) Stack B) Queue  C) Tree D) Graph

4. In an Operating System, the process state where a process is waiting for some
event to occur (like I/O completion) is called:
A) Running B) Ready C) Waiting D) Terminated

5. Which of the following file systems supports journaling, making it more
resilient to crashes?
A) FAT32  B) NTFS C) CDFS D) ExFAT

6. Which of the following is NOT a property of a relational database?
A) Data is stored in tables B) Relationships are established using foreign keys
C) Data is stored as unstructured documents D) SQL is used for querying

7. Which of the following best represents the principle of Least Privilege in
cybersecurity?
A) Providing all users with administrative access
B) Allowing users access only to the resources necessary for their role
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C) Giving temporary access to all system files
D) Sharing passwords among team members for easier collaboration

In the context of access control, what does Authentication verify?
A) The permissions of a user B) The identity of a user
C) The number of active sessions D) The encryption strength of the password

Which of the following uses two different keys for encryption and
decryption?

A) Advanced Encryption Standard (AES) B) Data Encryption Standard
(DES)

C) RSA D) Triple DES (3DES)

A malware that replicates itself and spreads without the need for user action
is classified as:
A) Trojan Horse ~ B) Ransomware C) Worm D) Rootkit

Which of the following hash algorithms is considered the most secure among
the options listed?
A) MD5 B)SHA-1 C)SHA-2 D) None of these

In cross-border cybercrime investigations, a Letter Rogatory is used to:

A) Arrest a suspect without a warrant B) Request information from a
foreign court

C) Encrypt confidential emails D) Bypass national laws on surveillance

Which of the following is considered the first cardinal rule of digital
forensics?

A) Always work on original evidence = B) Maintain chain-of-custody
C) Do not change the data D) Use the latest forensic tools

Which step immediately follows the identification of digital evidence in the
forensic process?

A) Acquisition B) Analysis C) Presentation D) Reporting
Locard’s Principle of Exchange implies that:

A) Digital evidence cannot be tampered with B) Every contact leaves
a trace

C) Only physical evidence is admissible\ D) Electronic evidence self-

destructs over time

Which of the following is NOT a commonly recognized branch of digital
forensics?

A) Network forensics B) Mobile device forensics C) Underwater
forensics

D) Cloud forensics

At a digital crime scene, what should the forensic examiner do first?

A) Shut down all devices immediately B) Photograph and document the
scene
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C) Start imaging hard drives directly =~ D) Move all computers to a secure
lab

The Chain-of-Custody refers to:

A) Encrypting the evidence during transmission

B) Recording the chronological history of evidence handling
C) Using multiple investigators simultaneously

D) Keeping evidence at the crime scene until analysis

Write-blockers are used during evidence acquisition to:
A) Speed up data transfer B) Prevent accidental overwriting of source data
C) Format the evidence device D) Encrypt the evidence for security

Which of the following statements correctly distinguishes data recovery from
data carving?

A) Data recovery retrieves deleted data using file system metadata; carving
reconstructs files without metadata

B) Data recovery and data carving are identical processes

C) Carving is faster than recovery because it ignores file signatures

D) Data carving requires a full file system backup

Which of the following tools is primarily used for disk imaging in forensic
investigations?
A) Autopsy B) FTK Imager C) WiresharkD) EnCase Examiner

Which file system is commonly used in modern Mac OS devices for better
encryption and performance?
A) HFS+ B) FAT32  C) APFS D) NTFS

In Windows systems, which registry hive stores information about system-
wide software configurations?

A) HKEY_CURRENT_USER B) HKEY_LOCAL_MACHINE

C) HKEY_CLASSES_ROOT D) HKEY_USERS

Slack space in a file system refers to:

A) Unused space in memory B) Space between end of file and end of disk
cluster

C) A temporary buffer for RAM D) The file system’s journal

In Linux, the permission "rwxr-xr--" assigned to a file means:

A) Owner has all permissions, group can execute only, others can write

B) Owner can read, write, and execute; group can read and execute; others
can only read

C) Owner and group can only execute

D) Everyone can read and writ

Which of the following folders in macOS contains system logs that can aid
forensic investigations?
A) /Applications  B) /System/Logs C) /var/log D) /Users/Logs
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In web browser forensics, the file typically used to track recently visited
websites is:

A) Bookmarks.db  B) Cache.db C) History.db D) Sessions.db

In email header analysis, the "Received:" field is primarily used to:

A) Identify the sender’s full name B) Track the path of an email through
servers

C) Encrypt the message content D) Identify email attachments

When seizing a mobile phone, the first recommended step to prevent remote
wiping is:

A) Turn off the device immediately B) Remove the SIM card

C) Enable airplane mode D) Start imaging the device

Which mobile acquisition method captures all data, including deleted files
and unallocated space?

A) Logical acquisition B) Manual extraction

C) File system acquisition D) Physical acquisition

Which section of the IT Act 2000 specifically addresses the punishment for
hacking?
A) Section 43 B) Section 66 C) Section 72 D) Section 79

Under the DPDP Act, 2023, what term is used for an individual whose
personal data is being processed?
A) Data Processor B) Data Fiduciary C) Data Principal D) Data Auditor

Which international convention is widely considered the first treaty on crimes
committed via the Internet?

A) Hague Convention B) Budapest Convention

C) Vienna Convention D) Geneva Convention

Which of the following best describes Cyber Ethics?

A) Study of hacking techniques B) Laws enforced in the cyber world

C) Moral principles guiding online behaviour D) Encryption rules for data
protection

Which Act in India specifically deals with protection against child sexual
offenses online and offline?

A) IT Act 2000 B) POCSO Act 2012 C) POSH Act 2013 D) Juvenile
Justice Act 2015

Which of the following is a major privacy concern related to social media
platforms?

A) Faster content delivery B) Exposure of personal information without
consent

C) Increased server downtime D) Frequent software updates

4|Page



37. WTelleTdehT YT AE 0T T2

38.
a) AFIRACT
b) FHABAY
C) qEyehauft

40.

41.

42.

a) hHdUh

o)

b) HHAUTH

N

c) HaTdh

a

d) wETaUh

S

'HaATAT THST Cell STSeT AT ATFATAT TANT NS,

S

d) #TaShar
39.

greltel A arer g A9y 99T fAgsr.

(1) S TAFRT 2reg ATATT SATCAT AATGT Rl I IO FgoTard.

(2) ST AETIe refaldd fohdar aler gial o Aserd foharme 38 FEoTdrd.
(3) TATH & ATHETYATOT foI9T, goeT T faererct faeR &RUT SHOmY eregardr

AEr R o T IR,

qaTT 3

a) (1) T (2) R

b) (2) T (3) NI

) (1)@ (3) SRR

d) (1), (2), (3) SRR

"QIET AT - AT FTEA "Er @ HIAT FIOTIT FHRE IE?
NERICIPED

)
)
d) a%q
"giferaie dlerelr Fell." - Jrether Bhamg Hor?

a) dieelr

b) el

c) giferdr=ir

d) et

"IEIRT Aol HTE." - I el Mg’ § PV ThRY Hldards §T Q2
a)

b) qUT aAHTT

c) HgFd F1b

d) 3]

o

@)

o]
HATddTdh
d¥ddiden

5|Page



43."ar T Sele gid." IT aERIr TUATAR FehR SIOTAT 3Te?
a) TYFd aTHT
b) fAy arFg
c) |1er are g
d) 9esTaTaeh Ty
44. "7 ARSI difget.” - AT JHRITEAT YHR HI0TAT?
a) 3Ty
b) faermeT
c) sToTd
d) 3ecery
45. ATSAT IATH FIATAT PIVTRIOTAT INSEIAT AT FI0T HETF A ?
(1) FISAT UIGTAS el
(2) STfaeed qsom=aT Hgrr
(3) gfafSsd gefrear #msar
g 3
a) (1) T (3) RIS
b) (2) T (3) IR
) (1)@ (2) R
d) (1), (2), 3) I
46. GTTeTdehT FIOTAT Aeg IR 3MR?
a){l.,ET
b) graT
NEIER
d) §IsR I[=eT
47. "HAME" AT AGId HIUTAT THTH 31Te?
a) dcqe
b) FHURT
o) ecfet
d) geife
48. "=arTedTe Rarar favkr e - arearder frame dear:
SRR
b) faoTT
c) fear
d) =TT Te

6|Page



49. aTFT qUT FT:

" SYRIT _ dIN sTegdr.”
a) REaspRUaTH

b) aTd&el hIvITH

c) ThugrH

d) areroaTy

50. gehra Iy T

a) fordielr =terel qot Felh.
b) 3R fAGT Tehel.

¢) =g Terae Ao fear.

d) BRIeTear 3rgarel Acie,
51. I e .

a) IS o1d JUTH G 318,
b) ATST AT dIH IEIT 3R,
c) ATST AT JI J1erd gl
d) ATST AATG TITH ATEIT Acgd.
52. "dr fAEfY 3eara RtE Siel 3. - AT IR HIB FITAT 3R?
a)

b) qUT aAHTT

c) #fasy

d) 3mare

53. FRIST Y HedTcler galel VT AT 39T 38 ?
a)'mmwmﬁ'mmmmﬁmﬁmm.

b) FAITET FAGRISE AT ISTHTYT 3R,
o) BEr & Adr 9l SeAer 3R,
d) 3T AITST AT AGATHTS SaaAery fordrar araR giar.

54. "BRIcAF dUTH HgedraT HR." IT JATdel AT ot 3Te?
a)q'fﬁ'm

55. AT [EE .
" TGl AT Herrd."

7|Page



a) dl T AT Holld.
b)
c) Il AT AT el .
d) T I[egT helell 37T

1

T gl A Shell 3TTg.

a

56. "durH HATOHRT dierefd Jder e, - I FhaTIg FoTd 3Me?

a) d9rH
b) 3R
Q) U;I'('-l'@f
d) gl

57. &g qUT T:

" [EdAEY a6 ___ "
a) g 31e

b) AT 31T

c) shell 31Tg

d) §uelr 3Tg

58. TehIdl AT BT
a) dl Ueh SIETEGR TSR 37Te.
b) FleTer favia fear 3.

c) HTEfleRe T dicTel AATE!.

d) [ FEfeR arEad.

59. "=y A0 - I AT 31 F?
a) fRreT cor

b) 3RT &IOT

c) I7g vy fAesor

d) Iiemelr &or

60. ATFT YL FT:
'ar aifera Timf AT Seraerer 38"
a) ar qiferd dierefardT Stegeer 3.
b) ar Giferd diwrNaTdr dicmae 3e.
c) dr dreird dlenefardT Stedeier 3e.
d) ar direardr Qiferd srerae.

8|Page



